
What	do	spammers	look	like?	Who	do	they	follow?	

Ø  Spammers	have	human-like,	decep4ve	profiles.	
Ø  Spammers	have	various	social	network	pa:erns	(graphs	below).	

Le@:	Word	cloud	of	one	
account	from	Type3	click	
bait	group.	Words	are	
based	on	200	most	
recent	tweets.		

Type1:	Mul4ple	cliques	
(El	Universal	spam	groups).	

Type	2:	Cliques	with	a	spam	leader* 
(Falcons	News	spam).	
*The	central	node	has	been	
suspended	by	Twi:er.	

Conclusions	 References	
Zi	Chu,	Steven	Gianvecchio,	Haining	Wang,	and	Sushil	
Jajodia.	 2012.	 Detec4ng	 Automa4on	 of	 Twi:er	
Accounts:	 Are	 You	 a	 Human,	 Bot,	 or	 Cyborg?.	 IEEE	
Trans.	 Dependable	 Secur.	 Comput.	 9,	 6	 (November	
2012),	811-824.	
Zhao,	Siqi,	et	al.	"Human	as	real-4me	sensors	of	social	
and	 physical	 events:	 A	 case	 study	 of	 twi:er	 and	
sports	games."	arXiv	preprint	arXiv:1106.4300(2011	
Stockmann,	 Daniela,	 Big	 Data	 from	 China	 and	 Its	
Implica4on	 for	 the	 Study	 of	 the	 Chinese	 State	 --	 A	
Research	 Report	 on	 the	 2014	Hongkong	 Protests	 on	
Weibo	(May	26,	2015).	

�  Spam	account	for	5%	-	27%	of	
all	tweets	generated	from	
URL	shortening	services.		

�  Our	Spam	detector	can	
iden4fy	and	visualize	10,000	
spam	accounts	everyday.	

Ø  Problem:	9%-15%	of	Twi:er	accounts	are	spammers.	
Ø  Goal:	Iden4fy	Twi:er	spammers	using	shortened	URLs	and	duplicate	

content.	
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Who	are	the	spammers?	

Top:	Breakdown	of	spammers	for	9	popular	
URL	shortening	services	based	on	the	number	
of	spam	accounts;	number	in	parenthesis	is	
percent	of	spammers	among	all	users.	

Type3:	Fully	
connected	
graph	(click	
bait	group).	

Type	4:	
Singletons.
(porn	group),	
93%	of	these	
accounts	were	
all	created	
within	one	
week.	

How	do	we	detect	spammers?	
Ø  Datasets:	Tweets	from	9	most	popular	URL	

shortening	services.	
Ø  Results:	Percentages	of	spam	tweets	vary	

from	3%	to	27%	among	9	datasets,	with	an	
average	of	10.51%.	

Ø  Click	bait	is	the	No.1	source	of	spam.	

Top:	Breakdown	of	spam	tweets	for	9	popular	
URL	shortening	services	based	on	the	number	
of	spam	tweets;	number	in	parenthesis	is	
percent	of	spam	tweets	among	all	tweets.	
	

Top:	Two	El	
Universal	spam	
accounts	with	
girl	profiles	and	
human-like	
descrip4on.	

A	group	of	fake	Trump	supporters	visualized	by	our	Twi:er	Spam	Monitor.	

Pipeline	of	our	spam	detec4on	protocol.	

Real	4me	top	URLs	on	Twi:er	Stream,	shortened	URLs	are	the	most	popular.	


