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Executive Summary

1.

| developed an unsupervised detection system that identified large-scale
redirection campaigns, some with 4000+ domains. Those campaigns use

cloaking and fast flux to evade Google safe browsing’s detection.

| analyzed the final landing URLs and found at least 10+ adware Chrome
extensions that overwrite default Chrome search URLs with aggressive
permissions (e.g.: access to all http*, https™* sites)

This research will benefit both social science community and
cybersecurity community.



Roadmap

Method

Challenge and crawling architecture

Entry point (seed suspicious domains) analysis
Results: Discovered redirection campaigns
Results: Fast flux evidence

Results: Malicious chrome extension analysis

N o U s W DNhNPeE

Conclusion



Method

1. My discovery entry point is a list of fake news domains
2. ldentify suspicious fake news sites (seeds) that redirect (13% of total)

3. Double reverse search:
1. Getall IPs a domain is hosted on
2. Get all domains hosted on those IPs

4. Cluster domains from #3.2 based on common redirection paths

5. Visualize malware campaigns



Challenge

* This field is very dynamic
* Detection (evidence collection) is very difficult

* Abusers use anti-crawling techniques to evade detection
* |P ban
* Require javascript execution
* Require user interaction (click a link)
* Fast flux (domains change IP frequently)



My crawling architecture

Base machine

VPN with rotating Headless Chrome Browser with
global IPs all network logging capabilities

C) 1. Visit home page | —

i, WK
- C) 2. If there is redirection,

collect redirection chain

3. If not, click an article-like URL,
and collect data if that triggers
redirection
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Status of fake news domains from five popular sources

Statusvs Total #
Source domains
MediaBias-
FactCheck 1395
Politifact 3725
Opensources
992
Buzzfeed 129
Allcott (MIT) 375

All 2300

77.99%
44.00%

67.24%
55.81%
57.33%
67.70%

No redirect Has redirect

8.96%
22.15%

14.62%
17.83%
16.00%
12.22%

No IP/domain
not exist

6.38%
19.38%

8.06%
17.83%
14.67%
10.96%

Server

error

2.87%
6.46%

4.23%
3.88%
3.47%
3.83%

For sale

1.43%
3.38%

2.32%
2.33%
3.20%
2.22%

Other
error

1.36%
3.08%

2.12%
1.55%
2.93%
2.09%

Parked
domain

1.00%
1.54%

1.41%
0.78%
2.40%
1.00%



Status of fake news domains

data source: all

1. Less than 70% domains are no_redirect
normal has_redirect [N 281/12.22%
2. Redirection is the most no_ip N 252/10.96%

server_error . 88/3.83%
for sale f§ 51/2.22%

other_error I 48/2.09%
parked_domain I 23/1.0%

common abnormal behavior

3. No IP, Server error, For sale
indicate the dynamic nature

of the field

1557/67.7%

0 500

1000 1500



How to discover the initial seed of suspicious
domains?

1. Convert redirection paths to tree structures, where roots are fake news
domains, and leaves are final landing domains

2. ldentify mothership domains that connect to multiple root domains

3. In another word, identify nodes with high in-degree and high out-
degree

4. Extract root domains connected to nodes from #3



Redirection path of fake news domains

mothership (tier 2)




Redirection path of fake news domains
(zoom in)
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Summary: a list of seed domains connected to malware
campaigns

Last resolved IP: 9:22PM, March 26, 2020, Eastern Time

Intermediate T
. fake news IP Reverse DNS
domain i
domains

park.above.com 12 103.224.212.241 Ib-212-241.above.com

dprtb.com 10 209.15.13.136 Not found
ec2-52-207-32-96.compute-

usd.jared-don.com 9 52.207.32.96 1.amazonaws.com
ec2-100-24-94-176.compute-

usa.jared-don.com 6 100.24.94.176 1.amazonaws.com

4179.roberat.com 4 198.54.112.216 Not found

static.88-198-252-121.clients.your-
domain.dot.tk 3 88.198.252.121 server.de
5751.roberat.com 3 198.54.112.216 Not found

bidr.trellian.com 3 103.224.182.206 bidr.trellian.com
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Overview of three discovered redirection campaigns

campaign example
index domain
1 nycpost.pro
2 cnnews3.com

3 16wpsm.com

number of
domains

30+

700+

4500+

network

. require click cloaking fast flux
resiliency

low yes no no

high no yes no
very high no yes yes



Campaign type 1: click and redirect

nyc post pro

1. Seed domain is nycpost.pro

.........

2. There are 1000+ other
domains hosted on the same IP,

P Discaimer Breaking News GOP senators
3 O+ a re m a I I C I O u S PRIVACY POLICY considering ‘kill switch’ option
""""""""""" S should impeachment trial spiral

out of control

EEEEEEEEEEE

w popul; Donald J
[ ] [] Trump? Latest approval ratings
3 ( O I I e C t a I | r e d I r e Ct I O n a t h S as polls shows President re- Senate Majority Leader Mitch McConnell reportedly is close to finalizing
(] mains stead; y arule that would allow President Trump’s team to move to dismiss the
eve Hilton The impeachment articles of impeachment in the Senate quickly after some evidence has

° ° ° is a joke and shows the differ- been presented, as a sort of safety valve in case Democrats try to drag
and visualize them using == i
and Democrats’ stunts :Steve

IIIII

Sankey diagra mSs Screenshot of nycpost.pro, when a
user clicks an article, he/she will be
redirected



Visualizing the redirection path

Color code: tier 1 (bot)

m brejtbartnews.club
= dmaga2020.xyz

= chryslernews.com
m newsmedia2020.pro

== biznewsblog.com |gd|5vtbbvOlj.com
= worldnewsdailyreport.club

= usaonlinearticles.pre6b4rhsbdawj.com
B maganews.pro

= westernjournal.club

= y2k-news.com

m hceworldnews.com | 05xz0h2x0799.com
mm coservativesfortrump.pro

= buzzsawpolitics.club

= magasupport.pro

B Oregonnewspress.com ~

mm district2news.com

tier 2 (mothership)

special-offers.online

= yazOg.personal-video.live

personal-video.live I

track.special-promotions.online b/

== newseventsmedia.com s — Za1y;‘s.f9, : onal'lv'c.ijo'l'l\"e
« - X sonal-video.live
ANNNRY
= maganewspaper2020.pro / s g
m cubicalnews.com AN = 88tpv.personal-video.live
= openingnews.site = ephiw.personal-video.live
m allaboutusa p'ro m o1n1l.personal-video.live
. - ¥ .
m d20news.com 14nuzznszbdp.com yxgvx.personal-video.live

= ruslp.personal-video.live
m3cggw.personal-video.live
mm glcc4.personal-video.live
= |x1rh.personal-video.live
~m vfaoa.personal-video.live

B nycpost.pro \
= newspunch.site

= newstv5.pro

L thecubenews.corm AT -
= trumpmaga.pro

= conservativefeed.pro

= magaltd.pro

= 2020medianews.pro

m= ilmaga:pro EJ;LngiqucSSj.com
= blackamericannews.com

= |edinews.com

= digynews.com
= 2020maga.pro
m maga2020.pro

mm ydifjksl.gotrafficwins.com

[ fadspms.com

track.special-offers.online

special-offers.online_LOOP_1

tier 3 (final malware)

other
1] [

rdr.wargaming.net s.click.aliexpress.com [l worldoftanks.com .
goto.starmommy.com:mm

thegoodads.g2afse.com [l fubosportsngtwork.com .

push.aarth.net mm worldofwarships.com [l

rtisany.net mm
artisany bl.datedyou.net [l

0-2691 cloudtraff.com Il flashdeals.aliexpress.com ==

sale.aliexpress.com ==

pdfswizard.com ==
performanceonclick.com //

es54i9g7p7xh.com D

doctopdftech.com .

best2019-games-web4.com mm



Visualizing the redirection path + IP location

Color code: tier 1 (bot)

mm breitbartnews.club

= dmaga2020.xyz

= chryslernews.com

= newsmedia2020.pro

== biznewsblog.com |gd|5vtbbvOlj.com
= worldnewsdailyreport.club

= usaonlinearticles.pre6b4rhsbdawj.com
BN maganews.pro

= westernjournal.club

= y2k-news.com

= hcworldnews.com | 05xz0h2x0799.com
mm coservativesfortrump.pro

= buzzsawpolitics.club

= magasupport.pro

BN OregonnNewspress.com ~

= district2news.com

tier 2 (mothership)

special-offers.online

= yazOg.personal-video.live

personal-video.live I

track.special-promotions.online v/

== newseventsmedia.com A\\N == fayfs.personal-video.live
== maganewspaper2020.pro % AN\R - d;Sx\j.:p o
= cubicalnews.com T =g LP P &
| r
- openingnews.site er1) |1vlvp
|
mm allaboutusa.pro olnillp
= d20news.com 14nuzznszbdp.com B yXQVX.E
= nycpost.pro \ = ;us|p.p<
| )
= newspunch.site CgE8W.|, !
= newstv5.pro = :ql1cc:.p1 C
mm x1rn.p
- thecubenews.colm fadskis.com ~mm vfaoa.p :

= trumpmaga.pro

= conservativefeed.pro

= magaltd.pro

= 2020medianews.pro

m= ilmaga:pro EJ;LngiqucSSj.com
= blackamericannews.com

= |edinews.com

= digynews.com

== 2020maga.pro ) fadspms.com
m maga2020.pro

mm ydifjksl.gotrafficwins.com

track.special-offers.online

tier 3 (final malware)
]

rdr.wargaming.net

goto.starmommy.com:
thegoodads.g2afse.com [l

push.aarth.net ==
artisany.net mm

0-2691.cloudtraff.com [l

special-offers.online_LOOP_1

performanceonclick.com //

| United States
Count

4.6
@
‘ . . 17.4
e o L
i ]

other
[

s.click.aliexpress.com [l worldoftanks.com .

fubosportsngtwork.com .

worldofwarships.com [l
bl.datedyou.net [l

flashdeals.aliexpress.com ==
sale.aliexpress.com ==

pdfswizard.com ==

es54i9g7p7xh.com D

Tier

o tier_3
tier_2
tier_1

doctopdftech.com .

best2019-games-web4.com mm



Tem pora | tier org hostname city region count example domain
+ Spatl al tier_1 Unified Layer box5500.bluehost.com Provo Utah 36 2020maga.pro
tier 2 DataWeb Global Group NaN Ashburn Virginia 36 fadspms.com

msigpartnews.club tier 3 G-Core Labs S.A. fe.core.pw Sunnyvale California 5 worldoftanks.com
. ier 3 A I Portland 0 4 doctopdftech
m-chryslerhews. com tier_ mazon.com, Inc. compute.amazonaws.com ortlan regon octopditech.com
= newsmedia2020.pro tier 3 Amazon.com, Inc. r.cloudfront.net Seattle Washington 3 fubosportsnetwork.com
= biznewsblog.com | gdISvtoovur).com |

h.aarth. :
= worldnewsdailyreport.club pUZrt?;an :ZE : worldofwarShipsicon il
] usaonlinearticler§6b4rhsbdawj,com Y bl.datedyou.net [l
= maganews.pro 0-2691 cloudtraff.com Il flashdeals.aliexpress.com ==
= westernjournal.club special-offers.online special-offers.online_LOOP_1 sale.aliexpress.com mm
= y2k-news.com pdfswizard.com mm
= heworldnews.com | 05xz0h2x0799.com performanceonclick.com //
= coservativesfortrump.pro
= buzzsawpolitics.club
== magasupport.pro = uaz0g.personal-video.live
= Oregonnewspress.com ~ I/

e 4
= district2news.com track.special-promotions.online personal-video.live vt i o
mm newseventsmedia.com NN - dayfs.fp onal-video.five es54i9g7p7xh.com D
= maganewspaper2020.pro / BANY - S;SX\/? O | .
= cubicalnews.com / N - Lp P Y
B openingnews.site -ep IV;’"
= allaboutusa.pro = olnThp '
= d20news.com 14nuzznszbdp.com XA ‘ o Cif
mruslp.pc ° iR
== NyCpOSL.pro \ — orad | United States
mm newspunch.site IngW'lw cisco, 2 Count
= newstv5.pro : E;::E: [ ¢ O 4.6
= thecubenews.covm AT - »--~ ‘ 74 Tier
== trumpmaga.pro i ‘ 7. _
mm conservativefeed.pro - ° I!:f_g doctopdftech.com .
: ier_

== magaltd.pro m ydifjksl.gotrafficwins.com ‘

= 2020medianews.pro

m= ilmaga:pro J;LngiqucSSj.com
= blackamericannews.com

= |edinews.com

= digynews.com

= 2020maga.pro (] fadspms.com
m maga2020.pro

tier_1

best2019-games-web4.com mm



IP analysis

1. All tier 1 domains are hosted on 162.241.217.177 (bluehost.com)

2. Tier 2 domains are hosted on a potential bullet-proof hosting provider (DataWeb
Global)

3. Tier 3 domains are hosted on large content distribution networks (AWS, Cloudfront)

O
u‘
/l United States
. Count
c.
4.6
O

o 17.4  Tier
e tier_3

. 36 tier 2
o tier 1



Campaign type 2: cloaking



thesecuredweb.com I

11164440.searchiq.co
search.convertpdfpro.com

PHISHING_above park.above.com c.channeltraffic.net pdf2doc.co =
convertwordtopdf.co =
goldssearch.com I
B clk.rtpdn11.com
gobsearch.com I

goosedsearch.com l
PHISHING_trellian bidr.trellian.com privacysearching.com protectedsearching.com l

searchprotectors.com .
getsecuredsearch.com [l
ADWARE_1

An evasive campaign of ®
750+ domains, aggregated ® " - B
redirection path |

PHISHING XXX referstoall bt

Philippine

domains that redirect to A
Tier

o tier 3
tier 2
tier 1




tier org hostname city region count example domain country

tier_1 Trellian Pty. Limited 1b-182-207.above.com Beaumaris Victoria 760 reportexample.com AU
tier_2 Trellian Pty. Limited 1b-212-241.above.com Beaumaris Victoria 721 park.above.com AU
tier_2 Trellian Pty. Limited bidr.trellian.com Beaumaris Victoria 39 bidr.trellian.com AU
tier 3 Google LLC bc.googleusercontent.com  Mountain View California 47 utorrent.en.softonic.com  US
tier 3 Cloudflare, Inc. NaN San Francisco California 287 search.convertpdfpro.com US
tier 3 DigitalOcean, LLC NaN Clifton New Jersey 335 goldssearch.com US
tier 3 Amazon.com, Inc. compute.amazonaws.com Portland Oregon ' 41 getsecuredsearch.com US

Count refers to the total number of
redirection paths that go through
this host

Tier 1 and 2 domains are P
hosted in Australia O ’ _F

Tier 3 domains are ohpsted ®
on Google, AWS, Digital j
Ocean Philippines 2ahega Sudan

Colombia

Turl

Papua New
Guine: .
uinea Po

Tier
o tier 3

tier 2
tier 1

Australia Chile

'/-.-\,\| Argentina
\’/y N 6

ew Zealand




Campaign type 3: cloaking + fast flux



PHISHING_usa.jared-don

PHISHING_usd.jared-don

M PHISHING_click

== PHISHING_usd.eadgar-the
== PHISHING_usa.eadgar-the

I PHISHING_dprtb

B PHISHING_usa.alwilda-ram

[l PHISHING_usd.alwilda-ram

__| click.expmediadirect.com

U dprtb.com

| usa.alwilda-ram.com

" | usd.alwilda-ram.com

usa.jared-don.com

usd.jared-don.com

\
[ lusd.eadgar-the.com
[l usa.eadgar-the.com

l 1496.roberat.com
== 4179.roberat.com

bpygphaomxe.elitejacket.com mm
dribble.disdaprofessor.com ==

Evasive networks of 4000+ domains

from multiple IP addresses,

aggregated view

- " clk.rtpdn11.com

os.dzwsrzemma.host

Canada

manglish-sigitress.icu

extrapdfdoc.com

ADWARE_1 I

ADWARE_2 =

americanlisted.com .

stealthnetvpn.com I
Finland
Norwa
United
rk '“b Kazak
rances azak
Spain Italy Uzbekist
.. Count
Morocco N Iraq ran
Algeria . 298 Pak

Mali Niger ' 169 Tiel"
Senegal -

@ tier_3

Came ‘ 389 tier_2
O tier_1



tier org hostname city region count domain country
tier 1 LeaseWeb Netherlands NaN Alkmaar North Holland 346 wikramahotspot.net NL
tier 1 NForce Entertainment  NaN Roosendaal North Brabant 395 porkybeauties.com NL
tier 1 Sharktech customer.sharktech.net Chicago Illinois 1159 instagramchief.com US
tier 1 Leaseweb USA, Inc. NaN Manassas Virginia 1398 prettyteenpictures.com US
tier 1 Host Europe GmbH NaN Scottsdale Arizona 361 milve.com US
tier_2 Amazon.com, Inc. compute-l.amazonaws.com Virginia Beach  Virginia 3276 usa.jared-don.com US
tier 2 Aptum Technologies NaN Toronto Ontario 357 dprtb.com CA
tier 3 Google LLC googleusercontent.com Mountain View California 723  tik-tok.en.softonic.com US
tier 3 Amazon.com, Inc. cloudfront.net Seattle Washington 380 extrapdfdoc.com US
tier 3 Amazon.com, Inc. compute-l.amazonaws.com Virginia Beach  Virginia 612 usa.jared-don.com US
tier 3 Amazon.com, Inc. compute.amazonaws.com Portland Oregon 1235 extrapdfdoc.com US
Tier 1 domains are hosted globally '
. . Canada ‘_J‘I‘i[‘;'(!
Tier 2 domains are mostly hosted on AWS “"Q
Tier 3 domains are hosted on Google, AWS
S Italy Uzbekist
United Statgs il
. Count
) g Mor . T“'“" Irag. iran
Mexico O e . w0 i
Cut .
ahoqal | Mali Tiger ‘ 169 Tier
o tier 3
Q o Carmie '389 tier_2
LOL0MDIa o

tier_1



IP geo-spatial distribution, comparison

. . }uu [
© ® ’
_n\}l United States : ) 28hega
il . =¥ I_") Count Ty N Count
[ ¢ ' 0°° 9one eapuato | @ 22 4+
g b Tier T, 239 Tier
‘ i e tier_3 Austials Chile ‘ ° t?er73
36 tier_2 AR ) ‘ 489.4 - tier_2
o ‘ tieri1b | ::\! /' " fraenn2l' e tier_1
Campaign 1, all IPs on US Campaign 2, most IPs in US and Australia

NOTE: Campaign 1 is relatively Campaign 3,

2
easy to take down, Campaign multiple IP . = L e -
2&3 are much harder, as IPs locations Q_\t‘}& W
belong to multiple jurisdictions across US D ® o | @28
and Europe :
7 Mol Kiges . 169 Tier
f) iy o tier_3

Carih ‘389 tier 2
;) tier_1
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Evidence of fast flux

Tier 2 domain: jared-don.com
IP history source: https://viewdns.info/iphistory/?domain=jared-don.com

IP Address

54.84.174.180

52.71.209.190

52.4.32.92

52.207.32.96

52.202.53.245

35.169.74.130

35.168.147.213

3.225.81.82

Location

Ashburn - United States

Ashburn - United States

Ashburn - United States

Ashburn - United States

Ashburn - United States

Ashburn - United States

Ashburn - United States

Ashburn - United States

IP Address Owner

Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.
Amazon Technologies Inc.

Amazon Data Services NoVa

Last seen on this IP
3/26/20
3/26/20
3/26/20
3/26/20
3/26/20
3/26/20
3/26/20

3/26/20



Evidence of fast flux

Tier 1 domain: 16wmpo.com

IP history source:
https://viewdns.info/iphistory/
?domain=16wmpo.com

The fast flux frequency is
higher in reality: the DNS
record keeps changing, and the
IP changes accordingly

IP Address
64.32.8.68
64.32.8.67
46.166.182.110
37.48.65.148
46.166.182.113

207.244.67.215
64.32.8.68

207.244.67.216
64.32.8.67
46.166.182.114
46.166.182.115
64.32.8.69
64.32.8.67
46.166.182.111
46.166.182.110
37.48.65.136

Location
Chicago
Chicago
Netherlands
Netherlands
Netherlands
Manassas -
United States
Chicago
Manassas -
United States
Chicago
Netherlands
Netherlands
Chicago
Chicago
Netherlands
Netherlands
Netherlands

IP Address Owner Last seen on this IP

Sharktech
Sharktech
Serverhosting
LEASEWEB
Serverhosting

Leaseweb USA, Inc.
Sharktech

Leaseweb USA, Inc.
Sharktech
Serverhosting
Serverhosting
Sharktech
Sharktech
Serverhosting
Serverhosting
LEASEWEB

3/26/20
3/25/20
3/25/20
3/22/20
3/21/20

3/20/20
3/19/20

3/19/20
3/18/20
3/17/20
3/16/20
3/15/20
3/14/20
3/14/20
3/14/20
3/14/20


https://viewdns.info/iphistory/%3Fdomain=16wmpo.com
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Evidence of malicious downloads and Chrome
extensions from final redirected URLs
-- Three detailed examples



Evidence of adware/malware, example 1
1. Entry point: http://16wmpo.com/

2. Redirected to:
https://search.convertpdfpro.com/3/?kw=PNP1 LP3 convertpdfprosearch&sid=11165151&said=
16wmpocom&eclickid=119277450507494203442931728696565663679

(v ﬂ Elements Console Sources Network Performance Memory Application Security Audits AdBlock

, \ Available in the
B "° ConvertPDFPro k é:hr‘orlncvilebStorc —
Page Filesystem » : ([4] jsijs x ?kw=PNP1_LP3_co...28696565663679
M 1varspt=spt||{};lb fefglld kaekh lpmf
2 var extensionID = "lbeekfefg jjenkaekhnogoplpmfin";
. : v (O search.convertpdfpro.com 3 spt.waitingListener = false;
Convert Files to & from PDF for FREE! vm3 4 spt.logging = false;
5 spt.Installlnfo = [];
Search the web with Search by ConvertPdfPro extension v Bl css 6 spt.ListenerRunning = false;
: 7
t: u 4
.\ 2 T R 8 var redirectUrl = "https://chrome.google.com/webstore/detail/"+extensionID;
0 e . style.css 9 spt.InstallInfo.push({ "url": "remind.html?r=" + encodeURIComponent(redirectUrl) });
s 10
v I images 11 spt.attachButtons = function () {
Step 1 Step 2 Step 3 L, background-img.jpg 12 var clickable_buttons = document.getElementsByClassName('extension-modal-trigger")
Click "Continue" Add to Chrome Convert Files b Brandlloaaion 13 for (i =0; i< CliCka_ble_bUttonS-length; i++) |
go.png 14 spt.log("Added Click events");
[ chrome-logo.png }2 N clickable_buttons[il.addEventListener("click", spt.chromeInstalllnit);
. [ steps.png 17 spt.chromeInstallListener();
Continue v I javasorip ok
jquery.js 20 spt.chromeInstallInit = function (e) {
isis 21 e.preventDefault();
By clicking the button, | agree to the terms. IS 22 var evt = document.createEvent("Event");
. ?kw=PNP1_LP3_convertpdfp 23 evt.initEvent("InitiateInstall", true, false);
> O font leai 24 window.dispatchEvent(evt);
Calerefer et 25 spt.log("Fired Install Event");
» O fonts.gstatic.com 26 };
27

Screenshot of redirected page Click “Continue” will trigger a javascript function that
redirect users to Chrome Web Store


http://16wmpo.com/
https://search.convertpdfpro.com/3/%3Fkw=PNP1_LP3_convertpdfprosearch&sid=11165151&said=16wmpocom&clickid=119277450507494203442931728696565663679

Evidence of adware/malware, example 1

3. Screenshot of redirected Chrome extension Screenshot

Search by ConvertPdfPro

Offered by: search.convertpdfpro.com

4. Download the extension source code

O | SearchTools | & 2,000+ users

Red flag: extension overwrites default
Overview Reviews Related Ch rome Sea rCh url

& convert O CIT "permissions": [“tabs"],
me_settings_overrides": {
arch er-:

"

d": "search
- 2arch_url": "htt
< < > _url": "ht

t_url": "http
: "UTF-8",
: true

Convert Files Online for Free

Convert files online from one format into another. Please select the target format below:

OeO0O0



Evidence of adware/malware, example 2

1. Entry point: http://realcodes.us/
2. Redirected to: https://goosedsearch.com/lander?d=&utm campaign=fe7a3c357ec38c8afce282eb17c010a75054a150

3. Extract Chrome extension URL from final landing page HTML

Security Check :
script>
‘ough a standard security check. You will also be redirected to the Chrome Store and Wl n d ow. t id = ;
directly to your destination. This extension will offer you a safer web search experier .
provider. WlndOW . appId - H

window.storelrl =

—)

window. fallbackUrl =
window. fbm = -
/script>
script src= ></script>

CONTINUE -~

4. Download the extension source code

Name

> _metadata
@ background.js
@ contentScript.js
@ contentStyle.css
@ jcon-128.png

Ei manifest.json

&4 popup-insecure.jpg
51 popup-secure.jpg
€ popup.html

@ popup.js



http://realcodes.us/
https://goosedsearch.com/lander%3Fd=&utm_campaign=fe7a3c357ec38c8afce282eb17c010a75054a150

Evidence of adware/malware, example 3
1. Entry point: http://rotthg.com/

2. Redirected to: http://fagay.rubyinvest.icu/hyllkjit/n3wlp4dcsb/?n=1587470204

\ (D 11 engines detected this file

Adobe Flash Player Installer 11

N
88968017741a8cbf7dabb1788dc8da17164e1791e9d7b1e22d0615(d818¢58d0

Update your Flash Player in order to continue A
‘ The version of "Adobe Flash Player” on your system does not include *
the latest update and has been blocked. To continue using "Adobe
Flash Player”, download the most up-to-date version
DETECTION DETAILS RELATIONS COMMUNITY

Arcabit Q;r Adware.MAC.Bundlore.EGK Avast

AVG ’\D MacOS:Agent-FJ [Adw] BitDefender
Emsisoft ’\_‘/‘ Adware.MAC.Bundlore.EGK (B) eScan
ESET-NOD32 ’\_‘/‘ OSX/Adware.Bundlore.DE FireEye
GData ’Q;‘ Adware.MAC.Bundlore.EGK Kaspersky

3. Download the installer

4. Scan for malicious code at Virustotal https://www.virustotal.com/gui/file-

414.56 KB 2020-04-05 15:25:49 UTC

(D MacOS:Agent-FJ [Adw]
(D) Adware.MAC.Bundlore. EGK
(D) Adware.MAC.Bundlore. EGK

(D) Adware.MAC.Bundlore. EGK

@‘ Not-a-virus:HEUR:AdWare.OSX.Bnodler. .

analysis/YWYzOTIOY2M2Y{M3NMNmMYTImNzczOTMwZmMzOTg30TQ6MTUAN{EWMDMOOQ==/detecti

on


https://www.virustotal.com/gui/file-analysis/YWYzOTI0Y2M2YjM3NmNmYTlmNzczOTMwZmMzOTg3OTQ6MTU4NjEwMDM0OQ==/detection
http://rotthq.com/
http://fqqay.rubyinvest.icu/hyllkjit/n3w1p4csb/%3Fn=1587470204

Summary Table: Coordinated groups of Chrome Extensions, group one and two

LG EEE Extension ID Permissions Overwrite Search URL
Name
Group one
['<all_urls>', 'contextMenus', 'tabs’,
'storage’, 'cookies', 'webRequest',
'notifications’, 'idle']
['<all_urls>', 'contextMenus', 'tabs’,
'storage’, 'cookies’, 'webRequest’,
'notifications’, 'idle']

https://search.withsecurify.com
/?dwfy&yh&qg={searchTerms}

Securify for pcfapghfanlimbdfii
Chrome™ peiihpkojekckk

https://search.withsecurify.com
/?dwfy&yh&qg={searchTerms}

Securify for  dmakkciciccnjgmfifl
Chrome Desktop  pbdfkdnmpfghp

Group two
["*://*.pdfsrch.com/*", "*://* .pdfswizard.com/*",
PDF Converter pokhhkbhifimfkegn "¥.//*.apiprxy.com/*", "cookies", "tabs", https://pdfsrch.com
endnjkeickbckbf "webRequest", "webRequestBlocking", /?q={searchTerms}

"contextMenus”]

['*://*.srchbar.com/*', '*://*.doctopdftech.com/*',
*.//*.apiprxy.com/*', 'cookies’, 'tabs', 'webRequest’,
'webRequestBlocking', 'contextMenus']

https://srchbar.com
/?q={searchTerms}

ojmoedcpcgeminijl

B B



Summary Table: Coordinated groups of Chrome Extensions, group three

Chrome Extension Name

Secure Web Searching

Safe Browsing Checker
Secure Web Surfing

Web Searching Security

Web Security Checker

Browse Safer
Safe Web Searching

Browsing Protector

Browsing Safety Checker

Permissions
Group three

Extension ID

dopmojabcdIfbnppmje
aajclohofnbol

hpcnoikpdmeemodpijii
clgobemmbccmj
enmjojmecjhakabinfcp
bmkbcpdbgijh
pkemkgkekbelcohkcbj

pcepeogcagehl
['tabs', 'webRequest',
enfgmdnkelcpecofafaa e L ]

ingdocmknanl ‘http://*/, 'https://*/']
deiiiklocnibjflinkfmefp

ofgcfthdga

hmmnhahdacolomjan

kkcljjocpaohkbij

npdfkclmbnoklkdebjfo

dpendkepbjek

dopkmmcoegcjggfanaj
nindneifffpck

Overwrite Search URL

https://goldssearch.com/search-
bing?g={searchTerms}&appld=27&src=bar

https://goodbyesearch.com/search-
bing?g={searchTerms}&appld=20&src=bar

https://protectedsearching.com/search-
bing?g={searchTerms}&appld=25&src=bar
https://goshsearch.com/search-
bing?g={searchTerms}&appld=37&src=bar

https://browsingsecurityhub.com/search-
bing?g={searchTerms}&appld=15&src=bar

https://searchprotectors.com/search-
bing?g={searchTerms}&appld=31&src=bar
https://goosedsearch.com/search-
bing?g={searchTerms}&appld=22&src=bar
https://gobsearch.com/search-
bing?g={searchTerms}&appld=33&src=bar

https://websitesecuritygroup.com/search-
bing?g={searchTerms}&appld=16&src=bar



Steps to reproduce suspicious extension behavior
1. Environment: MacOS Catalina V10.15.2, Chrome Version 80.0.3987.149

2. Download extension Securify for Chrome Desktop https://chrome.google.com/webstore/detail/securify-for-chrome-
deskt/dmakkciciccnjgmfiflpbdfkdnmpfghp, (version 1.5.43), enable extension

3. Use mitmproxy to intercept all http*, https* traffic

4. Every time a user visits an URL, a POST request is sent to endpoint withsecurify,com, the payload is obfuscated

C  ® 127.0.0.1:8081/#/flows/b9d47e7d-de51-4653-957d-ba72dbfa37f5/request R % @ O @B (2)
Right: A
.. Start Options Flow withsecurify /4 A v X
suspicious < |
Q Search Highlight
POST request
] |
is sent after a
GET Path Method Status Size Time
https://raw.githubusercontent.com/git/git.github.io/master/README.md GET 200 39 31ms
https://ext.withsecurify.com/api/ext/hit POST 200 1.8kb 127ms
Other http://yann.lecun.com/exdb/publis/pdf/lecun-98.pdf GET 200 932.7kb 176ms
exten Sion https://ext.withsecurify.com/api/ext/hit POST 200 1.7kb  80ms
ih 1 &l | https://cds.nyu.edu/wp-content/uploads/2020/03/microscope-pexels-final-1.j GET 200 2.0mb 280ms
families will =) Mipsiods.nyuLeduwp P Pep o
&l | https://cds.nyu.edu/favicon.ico GET 200 1.4kb 38ms
probably have @ =
. https://ext.withsecurify.com/api/ext/hit POST 200 1.8kb 89ms
different — | ,
. https://www.nyu.edu/libs/granite/csrf/token.json GET 200 22b 42ms
behaVIOFS http://donotexistxist.com/ ! GET Ob
http://donotexistxist.com/favicon.ico ! GET Ob
https://ext.withsecurify.com/api/ext/hit POST 200 1.7kb 206ms

https://sb-ssl.google.com/safebrowsing/clientreport/download?key=AlzaSyBOti4mM-6x9WDnZljleyEU210pBXqWBgw POST 200 716b 96ms


https://chrome.google.com/webstore/detail/securify-for-chrome-deskt/dmakkciciccnjgmfjflpbdfkdnmpfghp

Steps to reproduce suspicious extension behavior, continued

5. The payload looks like: hN2Klpvd... loyU3YI=
6. After studying the source code, | reverse engineered the decoding protocol

7. From the plain text, we can see clearly that the extension tracks every web visit, including
url, referral, tab number and visit time.

Right: The payload is in base64 import base64
def decode(payload):

format. To get plaintext, we first

decode base64 to decimal, then decoded_bytes = base64.urlsafe_b64decode(payload)
we manipulate the decimal to get decoded_decimal = [i for i in (decoded_bytes)]

. .. decoded_string = "'
the right ascii character. for num in decoded_decimal:

decoded_string += chr(255 - int(num))
return decoded_string

"active_tab_id": 138,
Right: Part of decoded payload. “local”: {
. "language': "en-US",
The extension tracks every web "local time": 1586545534.106,

"local_timezone": 240

visits (in the “extra” field) },

"extra": {
"url": "http://beautifytools.com/csv-to-xml-json-converter.php",
“tabId": 138,
"ref": "http://beautifytools.com/base64-to-image-converter.php"
}
"hid": "68bb0385-d9f9-4429-abc5-37ee966bf547",
"action": "risk"
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Conclusion and next steps

1. There are large-scale, coordinated redirection campaigns to
distribute adware/malware Chrome extensions. The entry point
domains are not flagged by Safe Browsing

2. I'm currently tracing more malware campaigns, and comparing
different temporal and geospatial patterns

3. Mitigation and intervention — need Industry partners” help and
collaboration
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